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Abstract

Tropical cryptography is the study of classical cryptography protocols built on

tropical algebras. In this thesis, we review a key exchange protocol presented by

Zeriouh et al. They proposed their scheme on matrices over a finite field Fq. We

mainly concentrated on the enhancement of efficiency of their scheme by suggesting

the structure of matrices over tropical semiring (Z ∪ {∞}) with tropical opera-

tions addition ⊕ and multiplication ⊗. As tropical addition and multiplication

of matrices are faster than usual addition and multiplication. Another advantage

of tropical cryptography is that linear system of equations in tropical sense are

harder to solve than classical case. We formulated many examples to demonstrate

our protocol in tropical algebra. For the construction of these examples, we im-

plemented the function for addition and multiplication in tropical algebra. These

functions are then used in the implementation of our key exchange protocol based

on tropical algebra using the computer algebra system ApCoCoA.
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Chapter 1

Introduction

1.1 Cryptography

In the modern era, where internet is a source of communication between millions

of people and a tool for social interaction and sharing of personal information,

security is now an important issue for each individual to deal with. So cryptogra-

phy has played the most significant role in secret communication which is a field

of secret language. Many specialists claimed that after the invention of writing

art, cryptography emerged spontaneously with it. Caesar cipher [1] is one of the

earliest methods mentioned in literature to send secret messages but with the pas-

sage of time, new forms of cryptography developed after the increase in worldwide

computer communications. In present age, where exchanging information over any

network, which are not trustworthy specifically internet, cryptography is necessary

to attain confidentiality and authentication [2]. Cryptography is a subject of con-

verting a message into a secret code between two traditional entities, sender and

receiver. Sender converts the original message known as Plaintext into a secret

code called Ciphertext by an algorithm called Encryption whereas a Decryp-

tion algorithm is used by receiver to convert back ciphertext into plaintext. Both

entities share some secret common information known as Key.

Cryptography is further classified into two areas depending on the key. These

1



Introduction 2

classes are known as Symmetric key cryptography and Asymmetric key

cryptography. Symmetric key cryptography employs one key for encryption and

decryption which is also a secret key and known only to sender and receiver. Its

examples are DES (Data Encryption Standard) [3] and AES (Advanced Encryp-

tion Standard) [4]. To resolve the issue of Key Distribution [5] in symmetric

key cryptography, a new development in cryptography was explained in a paper

by Martin Hellman and Whitfield Diffie in 1976 [6] which consists of two-keys

cryptosystem in which two parties can communicate securely without a problem

to share a secret key, known as Asymmetric key cryptography. All the parties

to communicate secretly in symmetric key cryptography must agree on the same

key. The key exchange was the main problem so that parties could read as well as

encrypt messages. Some key agreement protocols were designed to create a shared

secret key. The Diffie-Hellman key exchange [6] was the first public-key protocol

that allows two parties to create a shared secret key over an insecure channel.

Afterwards many key exchange protocols are developed that perform security re-

lated functions such as [7, 8]. These protocols are based on some hard problems.

The hardness of these protocols defines the difficulty of solving certain problems

in a protocol. The most common problems used are DLP (Discrete Logarithm

Problem) [9] and IFP (Integer Factorization Problem) [10]. All this work was

based on classical algebra and number theory. In 70s, a Brazilian mathematician

Imre Simon [11] introduced tropical algebra who is known as pioneers of tropical

mathematics. This term means the mathematics obtained from classical algebra

just by changing the arithmetical addition and multiplication operations with the

operations of minimum and addition respectively [12].

1.2 Tropical Cryptography

Tropical cryptography employ cryptography protocols based on tropical algebras.

Tropical algebra is also known as min-plus algebra. In min-plus algebra [13],

tropical semiring (Z ∪ {∞}) is used with the operations tropical addition (⊕ =

minimum) and tropical multiplication (⊗ =addition). Sometimes operation of
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tropical addition ‘⊕’ is maximum instead of minimum while tropical multiplica-

tion remains same with the tropical semiring (Z ∪ {−∞}) known as max-plus

algebra [14]. After the outcomes of the effectiveness of tropical algebra, matrices

on tropical semirings became a subject of study, for example see [15]. Dima Grig-

oriev and Vladimir Shpilrain [16] used matrix operations on min-plus algebra as

a base for stickel’s key agreement protocol [17]. Furthermore, many cryptologists

introduced tropical matrix algebra on the schemes in classical case [18, 19]. The

security of these protocols over tropical cryptography is based on “ Min linear

system” [20–22]. So, the feasibility problem of tropical linear system lies in the

hardest complexity class of NP ∩ co−NP (intersection of NP and co−NP ). For

details on complexity classes see [23, 24].

1.3 Current Research

In this research, we will employ tropical algebra as min-plus algebra on key ex-

change protocol presented by Zeriouhet al. [25]. They defined their protocol on

a finite field Fq with the use of classical addition and multiplication. We have

modified their scheme by using a structure of tropical matrix algebra with tropi-

cal addition ⊕ and multiplication ⊗ over tropical semiring (Z ∪ {∞}). By using

tropical algebra, we have increased the efficiency as tropical addition and multipli-

cation of matrices is faster than the usual addition and multiplication of matrices.

Moreover, to solve a linear system of equations in tropical setting seems much

harder than the linear system with usual addition. Many examples are given for

the demonstration of our scheme. We have implemented the tropical operations

in the computer algebra system ApCoCoA [26]. These implementations are then

used to implement the algorithms of key exchange protocol over tropical algebra.

1.4 Thesis Layout

Our thesis is structured as follows:
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1. In Chapter 2, we demonstrated the basic definitions of cryptography and

some mathematical background related to our work. Further, tropical cryp-

tography is discussed in detail.

2. In Chapter 3, we described an overview of block matrices. Further, we have

explained the key exchange protocol based on matrices over a finite field Fq
[25]. Moreover, this protocol is illustrated by an example.

3. In Chapter 4, we have improved the efficiency and security of the previ-

ous key agreement protocol by proposing the idea of tropical algebra over

integers. This scheme is explained by different examples and its codes are

implemented in computer algebra system ApCoCoA. [? ] [? ]



Chapter 2

Preliminaries

In this chapter, we will explain some basic definitions related to our work.

2.1 Cryptography

Cryptography is the study of techniques, in which communication is done in secret

manner between two entities (sender and receiver) so that no adversary can access

it.

For such communication, we need a system called cryptosystem [27]. A typical

cryptosystem has five components.

1. Plaintext: original message in easily readable form.

2. Ciphertext: coded message in unreadable form.

3. Encryption Algorithm: It is used for conversion of plaintext into ciphertext.

4. Decryption Algorithm: It is used for conversion of ciphertext into plaintext.

5. Key: It is a secret information used in both encryption and decryption

algorithms.

5
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On the basis of this secret information, cryptography is further classified into two

categories:

1. Symmetric key cryptography

2. Asymmetric key cryptography

2.1.1 Symmetric Key Cryptography

In this method [28], sender and receiver share a common secret key both for

encryption and decryption, which is unknown to the adversary. As a single secret

key is used for both algorithms, it is also called as secret key cryptogrphy.

Symmetric key schemes are classified either as stream cipher or block cipher.

This scheme is useful because it is faster, easy to implement and requires less

computer resources. But the main drawback in this type of cryptography is the

key distribution and authentication of key.

The most popular algorithms of symmetric key cryptography are DES [29] and

AES [30]. Model of symmetric key cryptography is shown in Figure 2.1.

Figure 2.1: Symmetric Key Cryptography
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2.1.2 Asymmetric Key Cryptography

The idea of Asymmetric key cryptography was first proposed in 1976 by Whitfield

Diffie and Martin Hellman in their article “New Directions In Cryptography” [6].

It is also known as public key cryptography because one key is kept public,

which is used for encryption of plaintext known as public key while the other key

is kept secret, used for the decryption of ciphertext called secret key. So anyone

can encrypt the message by using public key but decryption can only be done by

the owner of corresponding secret key.

Its common examples are RSA cryptosystem [31], ElGamal cryptosystem [32] and

elliptic curve cryptosystem [33].

This technique is based on idea of one way trapdoor function.

Model of Asymmetric key cryptography is shown in Figure 2.2.

Figure 2.2: Asymmetric Key Cryptography

2.2 Mathematical Background

Let us recall some basic definitions that will be useful throughout the thesis.
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Definition 2.2.1. Group

A non empty set G together with a binary operation ‘∗’ denoted by (G, ∗) is called

a group [34] if it satisfies the following properties:

1. Closure: For all p,m ∈ G ⇒ p ∗m ∈ G.

2. Associative: For all p,m, l ∈ G it satisfies p ∗ (m ∗ l) = (p ∗m) ∗ l.

3. Identity: There exists an element e such that p ∗ e = e ∗ p = p.

Such an element e is called an identity element.

4. Inverse: For each element p, there exists an element p′ that satisfies

p ∗ p′ = p′ ∗ p = e, where e is an identity element and p′ is the inverse of the

corresponding element p.

A set together with only binary operation is called a Groupoid. A groupoid

having associative property is known as Semi-group. A semi-group with an

identity element is called Monoid. A monoid with inverses is known as Group.

Example 2.2.1. Examples of group are:

1. Set of integers Z, rational numbers Q, real numbers R and complex numbers

C all form group under binary operation addition.

2 The sets Q \ {0}, R \ {0} and C \ {0} are group under binary operation

multiplication.

3. The General linear group GL(n,R) is a group under operation of matrix

multiplication.

Definition 2.2.2. Abelian Group

A group is called an abelian group if it satisfies commutative property such that

p ∗m = m ∗ p for all p,m ∈ G.
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Definition 2.2.3. Ring

A non-empty set R together with two binary operations, one is addition (+) and

other is multiplication (.), denoted by (R,+, .) is said to be a ring [35] if it satisfies

the following properties:

1. (R,+) is an abelian group.

2. (R, .) is a monoid.

3. Distributive properties of multiplication over addition holds. That is, for

all p,m, l ∈ R, we have

• p.(m+ l) = p.m+ p.l

• (p+m).l = p.l +m.l

Example 2.2.2. Following are the examples of a ring.

1. Z,Q,R,C all form ring under usual addition and multiplication.

2. Mn(R) set of all n × n matrices over a ring R is also a ring under addition

and multiplication.

3. Set of odd integers is not a ring because it does not show closure property

under multiplication.

4. Let p is a prime then the set Zp of integers mod p is a ring.

Definition 2.2.4. Commutative Ring

A ring is known as commutative ring if commutative property of multiplication

holds, that is

p.m = m.p for all p,m ∈ R.

Example 2.2.3. Following is an example of a ring which is not a commutative

ring. Mn(R) set of all n × n matrices over a ring R is not a commutative ring

because matrix multiplication is not commutative.
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Definition 2.2.5. Semiring

A non-empty set S with two binary operations addition (+) and multiplication (.)

is called a semiring [36] if following axioms holds:

1. (S,+) is a commutative monoid.

2. (S, .) is a monoid.

3. Left and Right Distributive laws hold in S.

4. Annihilator Element

S is annihilated by 0 such that

p.0 = 0.p = 0 for all p ∈ S.

Example 2.2.4. Examples of semiring are:

1. Every ring is a semiring. So set of integers Z, rational numbers Q, real

numbers R and complex numbers C all are semiring.

2. Set of whole numbers W is a semiring.

3. Set of all non-negative integers, non-negative rational numbers and non-

negative real numbers are examples of semiring.

4. let S be a semiring then (Mn(S),+, .) is also a semiring.

Addition is defined as [pij] + [mij] = [pij +mij]

Multiplication is defined as [pij][mij] =
n∑
k=1

pikmik, for all pij,mij ∈ S.

Definition 2.2.6. Commutative Semiring

A semiring is known as commutative semiring [37] if commutative property of

multiplication holds. That is

p.m = m.p for all p,m ∈ S.

Definition 2.2.7. Idempotent Semiring

A semiring with idempotent addition is called an idempotent semiring.
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p+ p = p for all p ∈ S.

Definition 2.2.8. Field

A non-empty set F with two binary operations addition (+) and multiplication (.)

is called a field [38] if following properties hold, for all a, b, c ∈ F.

1. (F,+) is an abelian group.

2. (F \ 0, .) is an abelian group.

3. Distributivity of multiplication over addition.

Example 2.2.5. Examples of field are:

1. Set of real numbers and complex numbers are field under usual addition and

multiplication.

2. Set of integers Z is not a field as there are no multiplicative inverses in Z.

Definition 2.2.9. Finite Field [38]

Finite field is a field that contains finite number of elements.

Example 2.2.6. Examples of finite field are:

1. Best example is Z mod p where p is a prime.

2. All Galois fields are finite fields. For instance, GF (2), GF (23), GF (3).

2.3 Tropical Cryptography

Tropical cryptography is comparatively a new field in mathematics. It refers to

the study of ‘classical’ cryptography protocols based on tropical algebras. The

benefits of tropical algebra in cryptography relies on two key features: in tropical

arithmetic, addition and multiplication is faster than usual addition and multipli-

cation, and linear system of equations in tropical arithmetic is harder than linear

system with usual addition. Hence diminishing the linear algebra attacks which

were possible in classical schemes for example, see [39].
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2.3.1 Tropical Semiring

The key object of tropical cryptography is min-plus algebra which is also known

as tropical semiring [40]. Let Z ∪ {∞} be the extended set of integers. A set

Z ∪ {∞} with two binary operations tropical addition and tropical multiplication

denoted by Zmin = (Z ∪ {∞},⊕,⊗) is called tropical semiring.

Tropical addition and multiplication is defined as, for all u, v ∈ Zmin such that:

u⊕ v = min(u, v)

u⊗ v = u+ v.

For example, tropical sum of two numbers 2 and 3 is 2 and tropical multiplication

of 2 and 3 is 5. We can show this as:

2⊕ 3 = min(2, 3) = 2

2⊗ 3 = 2 + 3 = 5

Tropical addition and multiplication tables [13] with entries from tropical integers

(1....7) are given as follows:

⊕ 1 2 3 4 5 6 7

1 1 1 1 1 1 1 1

2 1 2 2 2 2 2 2

3 1 2 3 3 3 3 3

4 1 2 3 4 4 4 4

5 1 2 3 4 5 5 5

6 1 2 3 4 5 6 6

7 1 2 3 4 5 6 7

Table 2.1: Tropical addition table
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⊗ 1 2 3 4 5 6 7

1 2 3 4 5 6 7 8

2 3 4 5 6 7 8 9

3 4 5 6 7 8 9 10

4 5 6 7 8 9 10 11

5 6 7 8 9 10 11 12

6 7 8 9 10 11 12 13

7 8 9 10 11 12 13 14

Table 2.2: Tropical multiplication table

Following axioms [41] hold for tropical addition and multiplication such that

for all u, v, w ∈ Zmin. It satisfies:

1. Associative:

u⊕ (v ⊕ w) = (u⊕ v)⊕ w

u⊗ (v ⊗ w) = (u⊗ v)⊗ w.

2. Commutative:

u⊕ v = v ⊕ u

u⊗ v = v ⊗ u.

3. Distributive:

(u⊕ v)⊗ w = (u⊗ w)⊕ (v ⊗ w).

4. Identities:

Additive identity:

There exist a special element ∞ such that for any u ∈ Zmin

∞⊕ u = u⊕∞ = u.

Multiplicative identity:

There exist an element 0 such that for any u ∈ Zmin

u⊗ 0 = 0⊗ u = u.

5. Inverses:

Additive inverse:
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Additive inverse in tropical algebra does not exist because there is no element

in a semiring whose minimum is the identity (∞).

Multiplicative inverse:

There exist an element u′ corresponding to u such that u⊗ u′ = 0, where u′

is the multiplicative inverse defined as u′ = −u.

6. There are some Counter properties of these operations as well:

u⊕ u = u (idempotent semiring [42])

u⊕ 0 could either be 0 or u

u⊗∞ =∞.

So, Zmin = (Z ∪ {∞},⊕,⊗) is a semiring [43].

Example 2.3.1. Examples of Tropical Semiring are:

1. Tropical integers Zmin = (Z ∪ {∞},⊕,⊗).

2. Tropical rationals Qmin = (Q ∪ {∞},⊕,⊗).

3. Tropical reals Rmin = (R ∪ {∞},⊕,⊗).

Tropical arithmetic can be hard because tropical addition operation is not invert-

ible.

For instance, 5⊕ u = min(5, u) does not give any information about u.

While tropical multiplication operation is invertible [44] and inverse of this oper-

ation is denoted by � (classical subtraction of numbers) defined as u� v = u− v.

For example, 9� 5 = 9− 5 = 4.

2.3.2 Tropical Monomial

Let x1, x2, x3......xn represent the elements of the tropical semiring then the tropical

product of these elements (where elements can be repeated) is known as tropical

monomial [45].

x1 ⊗ x1 ⊗ x2 ⊗ x3 ⊗ x3 = x21x2x
2
3.
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Alternative notation of x⊗ x = x⊗2. So we can also write the above equation as

x⊗21 x2x
⊗2
3 = x21x2x

2
3.

A tropical monomial [45] represents a linear function f : Rn → R. Evaluating this

function in classical arithmetic, monomials in n-variables are linear functions with

integer co-coefficients shown as

x⊗21 ⊗ x2 ⊗ x⊗23 = x1 + x1 + x2 + x3 + x3 = 2x1 + x2 + 2x3.

Negative powers are expressed as

x⊗−121 x⊗112 x⊗−163 = −12x1 + 11x2 − 16x3.

2.3.3 Tropical Polynomial

A finite linear combination of tropical monomials is known as tropical polynomial

[46]. Generally, a tropical polynomial can be written as

P (x1, x2...xn) = (a⊗ xi11 xi22 ....xinn )⊕ (b⊗ xj11 x
j2
2 ....x

jn
n )⊕ ....,

where a, b.... are real numbers while the powers i1, i2, j1, j2..... are integers.

For Example,

P (x1, x2...xn) = (x⊗51 ⊗ x2 ⊗ x3)⊕ (x⊗21 )⊕ (x⊗23 )⊕ 16,

where x⊗51 ⊗ x2 ⊗ x3, x⊗21 , x⊗23 and 16 are tropical monomials.

Tropical polynomial represents a function f : Rn → R, so by evaluating this

function in classical arithmetic, we get the minimum of finite set of linear functions

from Rn → R shown as

P (x1, x2...xn) = (x⊗51 ⊗ x2 ⊗ x3)⊕ (x⊗21 )⊕ 16 = min(5x1 + x2 + x3, 2x1, 16).
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Definition 2.3.1. Degree of Polynomial:

It is defined as the highest power of the tropical monomial in a tropical polynomial.

Example 2.3.2. Examples of degree of a polynomial are:

• P (x) = (x⊗7) ⊕ (x⊗3) ⊕ (x⊗9) has a degree 9, by the highest degree of its

monomials.

• P (x1, x2...xn) = (x⊗51 ⊗ x2 ⊗ x3) ⊕ (x⊗21 x⊗42 ) ⊕ 16, this polynomial has degree 7

by the sum of exponents of the different variables (5 + 1 + 1) in monomials.

2.4 Tropical Matrix Algebra

Consider a matrix Mn(Zmin) of order n×n with entries from tropical semiring Zmin

equipped with tropical operations addition ⊕ and multiplication ⊗, then Mn(Zmin)

is called a tropical matrix [47]. A tropical algebra used in matrix operations with

respect to addition and multiplication is known as tropical matrix addition and

tropical matrix multiplication respectively.

2.4.1 Tropical Matrix Addition

In tropical matrix addition [48], consider two tropical matrices A and B then

matrix M = (mij) is formed by the tropical addition of the elements of A = (aij)

and B = (bij). It is denoted by,

M = A⊕B

mij = aij ⊕ bij

Example 2.4.1. Example is given as:

1 5

3 4

⊕
7 9

6 −1

 =

1⊕ 7 5⊕ 9

3⊕ 6 4⊕−1

 =

1 5

3 −1
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2.4.2 Tropical Matrix Multiplication

Given n× n matrices, tropical matrix multiplication [48] is same as usual matrix

multiplication except usual addition and multiplication operations are replaced by

tropical addition and multiplication.

M = A⊗B

mij =
n⊕
k=1

{aik ⊗ bkj},

where
⊕

represents the tropical sum.

Example 2.4.2. It is explained as:

1 5

3 4

⊗
7 9

6 −1

 =

(1⊗ 7)⊕ (5⊗ 6) (1⊗ 9)⊕ (5⊗−1)

(3⊗ 7)⊕ (4⊗ 6) (3⊗ 9)⊕ (4⊗−1)

 =

 8 4

10 3



2.4.3 Scalar Multiplication

Consider a tropical matrix A and c be any scalar. Then scalar multiplication c⊗A

is obtained by adding scalar c to each entry of A.

c⊗ A = c⊗ Aij
c⊗ A = c+ Aij

Example 2.4.3. Example of scalar multiplication is,

2⊗

7 9

6 −1

 =

2 + 7 2 + 9

2 + 6 2− 1

 =

9 11

8 1



Similarly, multiplying a scalar with a square matrix equals to multiply it with the

corresponding scalar matrix. Scalar matrices are the matrices which have some

scalar λ ∈ Zmin on the diagonal and ∞ elsewhere denoted by

 λ ∞

∞ λ

 .
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So, multiplication of scalar matrix with any square matrix of the same order is

shown as:

5⊗

1 2

3 4

 =

 5 ∞

∞ 5

⊗
1 2

3 4

 =

6 7

8 9



2.4.4 Matrix Exponents

Consider a tropical matrix A of order n × n. Let A1 = A then matrix exponents

are computed as

A⊗r = A⊗ A⊗(r−1)

Example 2.4.4. Consider a tropical matrix

A =

5 10

9 1

 ,

then

A⊗2 = A⊗ A⊗1 =

5 10

9 1

⊗
5 10

9 1

 =

10 11

10 2



A⊗3 = A⊗ A⊗2 =

5 10

9 1

⊗
10 11

10 2

 =

15 12

11 3



2.4.5 Properties

Following are the properties [19] of tropical algebra with respect to matrix addition

and multiplication.

1. Associative Property w.r.t Addition

Tropical matrices satisfy associative property of addition.
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(A⊕B)⊕ C = A⊕ (B ⊕ C)

Example 2.4.5. Consider three tropical matrices A,B and C.

A =

2 6

4 7

 , B =

9 5

8 0

 and C =

11 9

2 6

 ,

then

A⊕B =

2 6

4 7

⊕
9 5

8 0

 =

2 5

4 0



B ⊕ C =

9 5

8 0

⊗
11 9

2 6

 =

9 5

2 0

 .

Hence

(A⊕B)⊕ C =

2 5

4 0

⊕
11 9

2 6

 =

2 5

2 0



A⊕ (B ⊕ C) =

2 6

4 7

⊕
9 5

2 0

 =

2 5

2 0

 .

2. Associative Property w.r.t Multiplication

The tropical matrices satisfy associative property of multiplication.

That is,

(A⊗B)⊗ C = A⊗ (B ⊗ C)

Example 2.4.6. Consider three tropical matrices A,B and C, where

A =

2 6

4 7

 , B =

9 5

8 0

 and C =

11 9

2 6

 ,
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then

A⊗B =

2 6

4 7

⊗
9 5

8 0

 =

11 6

13 7



B ⊗ C =

9 5

8 0

⊗
11 9

2 6

 =

7 11

2 6

 .

Hence

(A⊗B)⊗ C =

11 6

13 7

⊗
11 9

2 6

 =

8 12

9 13



A⊗ (B ⊗ C) =

2 6

4 7

⊗
7 11

2 6

 =

8 12

9 13

 .

3. Commutative Property w.r.t Addition

Tropical matrices satisfy commutative property of addition.

A⊕B = B ⊕ A

Example 2.4.7. Consider tropical matrices A and B. Let

A =

1 5

2 8

 and B =

3 6

7 4

 ,

then

A⊕B =

1 5

2 8

⊕
3 6

7 4

 =

1 5

2 4



B ⊕ A =

3 6

7 4

⊕
1 5

2 8

 =

1 5

2 4

 .
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4. Commutative Property w.r.t Multiplication

Let A be a tropical matrix, it is valid that:

A⊗n ⊗ A⊗m = A⊗m ⊗ A⊗n

Example 2.4.8. Consider a tropical matrix A :

A =

5 10

9 1

 ,

then

A⊗2 =

5 10

9 1

⊗
5 10

9 1

 =

10 11

10 2



A⊗3 =

10 11

10 2

⊗
5 10

9 1

 =

15 12

11 3



A⊗2 ⊗ A⊗3 =

10 11

10 2

⊗
15 12

11 3

 =

22 14

13 5



A⊗3 ⊗ A⊗2 =

15 12

11 3

⊗
10 11

10 2

 =

22 14

13 5


Similarly, Scalar matrices commutes with any other square matrix of same

size. In scalar matrices, commutativity is shown as:

A⊗B =

 5 ∞

∞ 5

⊗
1 2

3 4

 =

6 7

8 9



B ⊗ A =

1 2

3 4

⊗
 5 ∞

∞ 5

 =

6 7

8 9

 .
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5. Additive Identity Matrix:

There is an additive identity matrix say O which is added to any matrix of

same dimension, matrix does not change such that A⊕O = A.

Additive identity matrix in M2×2 is denoted by O =

∞ ∞

∞ ∞

 such that

a b

c d

⊕
∞ ∞

∞ ∞

 =

a b

c d


6. Multiplicative Identity Matrix:

The n × n identity matrix, denoted by E is a matrix consists of 0 on the

diagonal and ∞ elsewhere such that A⊗ E = A.

In M2×2 identity matrix is denoted as

 0 ∞

∞ 0

 such that it satisfy,

a b

c d

⊗
 0 ∞

∞ 0

 =

a b

c d


7. Additive Inverse Matrix:

Additive inverse of matrices do not exist.

8. Multiplicative Inverse Matrix:

The multiplicative inverse of a matrix A is a matrix denoted by A′ such that

A⊗ A′ = E.

In M2×2, inverse matrix of a matrix A is denoted by A′ where,

A =

 a ∞

∞ a

 then A′ =

−a ∞

∞ −a

 ,

such that  a ∞

∞ a

⊗
−a ∞

∞ −a

 =

 0 ∞

∞ 0


In tropical algebra, only diagonal matrices are invertible.
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Definition 2.4.1. Diagonal Matrices

Diagonal matrices are the matrices which have some scalar on diagonal and

∞ elsewhere.

Example 2.4.9.

 8 ∞

∞ 8

 is a diagonal matrix.

2.4.6 Operators of Tropical Matrices

Definition 2.4.2. Tropical Trace

The tropical trace [49] of a square matrix is the tropical product of the entries

placed on its main diagonal.

We denote the tropical trace of a matrix X by,

Tr(X) =
n⊗
i=1

xii.

Example 2.4.10. Let

X =

9 8

6 5

 ,

then

Tr(X) = 9⊗ 5 = 9 + 5 = 14

Definition 2.4.3. Tropical Transpose

The tropical transpose of a square matrix is same as in classical case that is

obtained by flipping rows into columns and vice versa.

We denote the tropical transpose of a matrix X by,

Transpose(X) = XT .

Remark 2.4.1. Tropical transpose of product of two tropical matrices satisfy the

relation



Preliminaries 24

(X ⊗ Y )T = Y T ⊗XT .

Definition 2.4.4. Tropical Determinant [50]

Let X be a n × n matrix and Sn be the collection of permutations on {1, 2...n}

then tropical determinant of X is denoted by

Det(X) =| X |=
⊕
α∈Sn

(x1α(1) ⊗ .......⊗ xnα(n)).

Tropical determinant can be written in form of minors as,

Det(X) =
⊕
j

(xij ⊗Det(Xij)), here i is fixed.

Example 2.4.11. Example of tropical determinant of a square matrix.

Let

X =

1 5

3 2

 ,

then

| X | = ⊕(2⊗ 1, 5⊗ 3)

| X | = ⊕(2 + 1, 5 + 3)

| X | = ⊕(3, 8)

| X | = min(3, 8)

| X | = 3.

Example 2.4.12. Consider an example of 3× 3 matrix.

Let

X =


4 3 2

1 6 9

7 5 8

 ,

then

| X | =
⊕(

4⊗

∣∣∣∣∣∣6 9

5 8

∣∣∣∣∣∣ , 3⊗
∣∣∣∣∣∣1 9

7 8

∣∣∣∣∣∣ , 2⊗
∣∣∣∣∣∣1 6

7 5

∣∣∣∣∣∣
)



Preliminaries 25

| X | = ⊕(4⊗ 14, 3⊗ 9, 2⊗ 6)

| X | = min(18, 12, 8)

| X | = 8.

Remark 2.4.2. A tropical determinant also follows the property

Det(X) = Det(XT ).

Remark 2.4.3. The tropical determinant of tropical product of two matrices

Xand Y may not equal to the tropical determinants of individual matrices X and

Y.

Det(X ⊗ Y ) 6= Det(X)⊗Det(Y ).

Example 2.4.13. Let us show this remark by a counter example.

Let

X =

1 2

3 9

 and Y =

3 4

9 6

 ,

then,

X ⊗ Y =

4 5

6 7


So

| X ⊗ Y | = ⊕(7⊗ 4, 6⊗ 5)

| X ⊗ Y | = ⊕(7 + 4, 6 + 5)

| X ⊗ Y | = ⊕(11, 11)

| X ⊗ Y | = min(11, 11)

| X ⊗ Y | = 11.

Also,

| X | = ⊕(9⊗ 1, 3⊗ 2)
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| X | = ⊕(9 + 1, 3 + 2)

| X | = ⊕(10, 5)

| X | = min(10, 5)

| X | = 5.

and

| Y | = ⊕(6⊗ 3, 9⊗ 4)

| Y | = ⊕(6 + 3, 9 + 4)

| Y | = ⊕(9, 13)

| Y | = min(9, 13)

| Y | = 9.

Hence proved

Det(X ⊗ Y ) 6= Det(X)⊗Det(Y )

11 6= 5⊗ 9

11 6= 14

Definition 2.4.5. Tropical Adjoint

The tropical adjoint of a square matrix X is the matrix determined by the tropical

determinant of corresponding minor of X.

We denote the tropical adjoint of a matrix X by,

Adj(X) = X∗ = x∗ij = Det(Xij)

Example 2.4.14. Example of tropical adjoint is

Let

X =


9 5 7

3 4 1

6 2 8

 ,
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then

X∗ =


x∗11 x∗12 x∗13

x∗21 x∗22 x∗23

x∗31 x∗32 x∗33

 ,

where

x∗11 = Det(X11) =

∣∣∣∣∣∣4 1

2 8

∣∣∣∣∣∣ = ⊕(4⊗ 8, 2⊗ 1) = min(12, 3) = 3

x∗12 = Det(X12) =

∣∣∣∣∣∣3 1

6 8

∣∣∣∣∣∣ = ⊕(3⊗ 8, 6⊗ 1) = min(11, 7) = 7

x∗13 = Det(X13) =

∣∣∣∣∣∣3 4

6 2

∣∣∣∣∣∣ = ⊕(3⊗ 2, 6⊗ 4) = min(5, 10) = 5

x∗21 = Det(X21) =

∣∣∣∣∣∣5 7

2 8

∣∣∣∣∣∣ = ⊕(5⊗ 8, 2⊗ 7) = min(13, 9) = 9

x∗22 = Det(X22) =

∣∣∣∣∣∣9 7

6 8

∣∣∣∣∣∣ = ⊕(9⊗ 8, 6⊗ 7) = min(17, 13) = 13

x∗23 = Det(X23) =

∣∣∣∣∣∣9 5

6 2

∣∣∣∣∣∣ = ⊕(9⊗ 2, 6⊗ 5) = min(11, 11) = 11

x∗31 = Det(X31) =

∣∣∣∣∣∣5 7

4 1

∣∣∣∣∣∣ = ⊕(5⊗ 1, 4⊗ 7) = min(6, 11) = 6

x∗32 = Det(X32) =

∣∣∣∣∣∣9 7

3 1

∣∣∣∣∣∣ = ⊕(9⊗ 1, 7⊗ 3) = min(10, 10) = 10

x∗33 = Det(X33) =

∣∣∣∣∣∣9 5

3 4

∣∣∣∣∣∣ = ⊕(9⊗ 4, 5⊗ 3) = min(13, 8) = 8

X∗ =


3 7 5

9 13 11

6 10 8

 .



Chapter 3

Key Exchange Protocol Based on

the Matrices

In this chapter, we will review a key exchange protocol based on block matrices

which was proposed by Zeriouh et al. [25]. Let us start with the brief introduction

of block matrices.

3.1 Block Matrix

A matrix which contain blocks (smaller matrices) as its entries is known as block

matrix or partitioned matrix.

For instance, a matrix is partitioned as:


1 2 4 5

5 3 9 10

9 4 3 6

1 7 8 7

 =


1 2

5 3

4 5

9 10

9 4

1 7

3 6

8 7

 =

 X1 X2

X3 X4

 ,

where its entries X1, X2, X3 and X4 are square matrices defined by,

28



Key Exchange Protocol based on the Matrices 29

X1 =

1 2

5 3

 , X2 =

4 5

9 10

 , X3 =

9 4

1 7

 , X4 =

3 6

8 7

 .

A matrix can be split up in other ways such as:


1 2 4 5

5 3 9 10

9 4 3 6

1 7 8 7

 =


1 2 4

5 3 9

9 4 3

5

10

6

1 7 8 7

 =

 X1 X2

X3 X4

 .

Here X1, X2, X3 and X4 are represented by,

X1 =


1 2 4

5 3 9

9 4 3

 , X2 =


5

10

6

 , X3 =
(

1 7 8
)
, X4 =

(
7
)
.

3.2 The Matrices MB(X, Y )

In [25] Zeriouh et al. introduced a new method of cryptography based on block

matrix over a finite field Fq (where q is equal to the power of a prime number p

denoted by q = pn). The block matrix used by them is of type,

MB(X, Y ) =

X B

0 Y

 ,

where B,X and Y are three square matrices of the same order n with entries in

Fq and 0 is the zero matrix of order n.

Power of the above block matrix is given as

(MB(X, Y ))m =

Xm Bm

0 Y m

 ∀ m ∈ N
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with

Bm =
m−1∑
n=0

Xm−1−nBY n

NOTATIONS:

Let k, ` ∈ N and

MB(X, Y ) =

X B

0 Y

 ,

then we denote

(i). (MB(X, Y ))k =

Xk Mk(X, Y )

0 Y k

 ∀ k ∈ N,

Mk(X, Y ) =
k−1∑
m=0

Xk−1−mBY m

(ii).

A Mk(X, Y )

0 C

`

=

A` Mk,`

0 C l

 ∀ ` ∈ N

Mk,` =
`−1∑
n=0

A`−1−nMk(X, Y )Cn

Here A and C matrices have the same order as order of X and Y.

Similarly we can show that the power of another block matrix MB(A,C) is given

as:

MB(A,C) =

A B

0 C



(iii). (MB(A,C))` =

A` M`(A,C)

0 C`

 ∀ ` ∈ N

M`(A,C) =
`−1∑
n=0

A`−1−nBCn
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(iv).

X M`(A,C)

0 Y

k

=

Xk M`,k

0 Y k

 ∀ k ∈ N

M`,k =
k−1∑
m=0

Xk−1−mM`(A,C)Y m.

Theorem 3.2.1. Let A,B,C,X and Y be square matrices of the same order n. If

A,X and C, Y show the commutative property that is AX = XA and CY = Y C

then Mk,` = M`,k.

Proof:

Mk,` =
`−1∑
n=0

A`−1−nMk(X, Y )Cn

=
`−1∑
n=0

A`−1−n
( k−1∑
m=0

Xk−1−mBY m

)
Cn

=
`−1∑
n=0

k−1∑
m=0

A`−1−nXk−1−mBY mCn

and

M`,k =
k−1∑
m=0

Xk−1−mM`(A,C)Y m

=
k−1∑
m=0

Xk−1−m
( `−1∑

n=0

A`−1−nBCn

)
Y m

=
k−1∑
m=0

`−1∑
n=0

Xk−1−mA`−1−nBCnY m

Hence

AX = XA and CY = Y C

So,

Mk,` = M`,k
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3.3 The Proposed Key Exchange Protocol

Here we explain the key exchange protocol presented by Zeriouh et al. in [25]. For

construction of this protocol authers introduced block matrices over a finite field

Fq. The key generation presented in [25] is explained as follows:

Key Generation:

1. Alice and Bob agree on two public parameters:

(i) Prime number p

(ii) A square matrix B with coefficients in Fq where q = pn.

2. Alice select private keys:

(i) ` ∈ N

(ii) Matrix A ∈ M(Fq) and publish the set EA (EA consists of all the matrices

which are commutative to A such that zero and unit matrices are not in EA).

3. Bob select private keys

(i) k ∈ N

(ii) Matrix Y ∈ M(Fq) and publish the set EY (EY consists of all the matrices

which are commutative to Y such that zero and unit matrices are not in

EY ).

4. Alice selects another private key C ∈ EY and computes a matrix (MB(A,C))`

where

(MB(A,C))` =

A` M`(A,C)

0 C`

 ∀ ` ∈ N

and transmits M`(A,C) to Bob. M`(A,C) is calculated as:

M`(A,C) =
`−1∑
n=0

A`−1−nBCn.
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5. Bob selects another private key X ∈ EA and computes a matrix (MB(X, Y ))k

where

MB(X, Y ))k =

Xk Mk(X, Y )

0 Y k

 ∀ k ∈ N

and transmits Mk(X, Y ) to Alice, where Mk(X, Y ) is calculated as:

Mk(X, Y ) =
k−1∑
m=0

Xk−1−mBY m.

6. Alice computes shared secret key Mk,` by using her private key ` which is

calculated as:

Mk,` =
`−1∑
n=0

A`−1−nMk(X, Y )Cn

7. Similarly, Bob computes shared secret key M`,k by using his private key k

which is calculated by using formula,

M`,k =
k−1∑
m=0

Xk−1−mM`(A,C)Y m

According to theorem 3.2.1, AX = XA and CY = Y C. So, both Alice and

Bob will have same shared secret key that is:

K = Mk,` = M`,k

K is the shared secret key of both Alice and Bob.

3.4 A Toy Example

Here we explain key exchange protocol by a toy example. All these calculations

are implemented in computer algebra system ApCoCoA.
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1. Alice and Bob agree on two public parameters

(i) A prime number p

p = 2481532346940393172822117223373852353352833516113354338045946144241

(ii) Matrix B ∈M(Fq), set q = p

B =

b11 b12

b21 b22

 ,

where its entries are,

b11 = 2481532346940393172822117223373852353352833516113354338045946143113

b12 = 2481532346940393172822117223373852353352833516113354338045946142213

b21 = 2481532346940393172822117223373852353352833516113354338045946141121

b22 = 2481532346940393172822117223373852353352833516113354338045946140013

2. Alice select private keys

(i) ` = 220 ∈ N

(ii) Matrix A ∈M(Fq)

A =

a11 a12

a21 a22

 ,

where,

a11 = 543678956711

a12 = 467891564321

a21 = 796541238792

a22 = 2481532346940393172822117223373852353352833516113354338045946144198

and publish the set EA.

3. Similarly, Bob select private keys

(i) k = 130 ∈ N
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(ii) Matrix Y ∈M(Fq)

Y =

y11 y12

y21 y22

 ,

where,

y11 = 240318791295665165046970

y12 = 654321897091

y21 = 156675324178

y22 = 2481532346940393172822117223373852353352833516113319123413511111021

and publish the set EY .

4. Alice selects another private key C ∈ EY such that CY = Y C.

C =

c11 c12

c21 c22

 ,

where,

c11 = 57753121449809471097224569564887354098686347098

c12 = 157245824385490628425059714515001250

c21 = 37652019015049511811932631647447500

c22 = 1240070337637009784747478883734598

She computes a matrix (MB(A,C))l and transmits Ml(A,C) to Bob by using

formula,

M`(A,C) =
`−1∑
n=0

A`−1−nBCn

M`(A,C) =
220−1∑
n=0

A220−1−nBCn

M`(A,C) =
220−1∑
n=0

[a11 a12

a21 a22

220−1−nb11 b12

b21 b22

c11 c12

c21 c22

n ]
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M`(A,C) =

m11 m12

m21 m22


where,

m11 = 1731458753489074703787542808269879072435539280523264786067137137694

m12 = 1469575646128736270408128605079254291427009124224111782453007576210

m21 = 1508331948455262065936362509325612766979739483612734111657519326271

m22 = 1079097713344157513538598458274802989865543040897361250045841630780

5. Now, Bob selects another private key X ∈ EA such that AX = XA.

X =

x11 x12

x21 x22

 ,

where,

x11 = 668281734234937500277753

x12 = 254382797523799693842428

x21 = 433062709649470808665056

x22 = 372694926264576088342081

He computes a matrix (MB(X, Y ))k and transmits Mk(X, Y ) to Alice using

formula,

Mk(X, Y ) =
k−1∑
m=0

Xk−1−mBY m

hence,

Mk(X, Y ) =
130−1∑
m=0

X130−1−mBY m

Mk(X, Y ) =
130−1∑
m=0

[x11 x12

x21 x22

130−1−mb11 b12

b21 b22

y11 y12

y21 y22

m ]
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Mk(X, Y ) =

n11 n12

n21 n22

 ,

where,

n11 = 1394598290443071451827768952996619690992329107652012397616748786668

n12 = 2039196785275952944128042344712862963174815759269172059819564426341

n21 = 397669027020040534359655909565499872950106555220928048260907931407

n22 = 735982575582697630524153889084029221835804659442309531741425644004

6. Alice computes shared secret key Mk,` by using her private key ` = 220

which is calculated as:

Mk,` =
`−1∑
n=0

A`−1−nMk(X, Y )Cn

Mk,` =
220−1∑
n=0

A220−1−nMk(X, Y )Cn

Mk,` =
220−1∑
n=0

[a11 a12

a21 a22

220−1−nn11 n12

n21 n22

c11 c12

c21 c22

n ]

Mk,` =

k11 k12

k21 k22

 ,

where,

k11 = 597615674818951933152774489918825161893369608864793794188017707088

k12 = 312658203809581021823449550730572622757777339377181054982086791221

k21 = 633237885391955836216877514182254486122867306482842272252517530226

k22 = 790452016356950185900337649943994423992492028791371419553238592655
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7. Similarly, Bob computes shared secret key M`,k by using his private key

k = 130 which is calculated by using formula

M`,k =
k−1∑
m=0

Xk−1−mM`(A,C)Y m

M`,k =
130−1∑
m=0

X130−1−mM`(A,C)Y m

M`,k =
130−1∑
m=0

[x11 x12

x21 x22

130−1−mm11 m12

m21 m22

y11 y12

y21 y22

m ]

M`,k =

k11 k12

k21 k22

 ,

where

k11 = 597615674818951933152774489918825161893369608864793794188017707088

k12 = 312658203809581021823449550730572622757777339377181054982086791221

k21 = 633237885391955836216877514182254486122867306482842272252517530226

k22 = 790452016356950185900337649943994423992492028791371419553238592655

By using private keys ` = 220 and k = 130, Alice and Bob both get the

same matrices Mk,` and M`,k which is also the shared secret key K. So

K = Mk,` = M`,k =

k11 k12

k21 k22

 ,

where

k11 = 597615674818951933152774489918825161893369608864793794188017707088

k12 = 312658203809581021823449550730572622757777339377181054982086791221

k21 = 633237885391955836216877514182254486122867306482842272252517530226

k22 = 790452016356950185900337649943994423992492028791371419553238592655



Chapter 4

Key Exchange Protocol Based on

Matrices using Tropical Algebra

In this chapter, we will explain and demonstrate the scheme previously explained

in chapter 3 using a new platform called “Tropical algebras”. So, here we have

replaced the matrices over “usual algebra” with the matrices over “tropical alge-

bra” for the scheme discussed in [25]. This will further be explained by different

examples for the better understanding of protocol. We have used computer alge-

bra system ApCoCoA [26] to solve the algorithms of key exchange protocol over

tropical algebras. Moreover, solved codes are specified in Appendix A.

4.1 Key Generation

This section will offer a key exchange protocol presented by Zeriouh et al. [25]

who constructed it for matrices over “usual algebra” that is with classical addition

and multiplication. The idea here is to apply tropical algebra on matrices in order

to avoid linear algebra attacks because to solve a system of linear equations in

tropical sense is computationally unattainable and illogical.

Overview of the key exchange protocol based on matrices using tropical algebra is

explained as follows:

39
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Consider set of matrices Mn(Zmin) of order n×n with entries from tropical semiring

Zmin (where Zmin = Z∪{∞},⊕,⊗) equipped with two operations tropical addition

⊕ and tropical multiplication ⊗. Tropical operations in matrices are defined as,

for all Aij, Bij ∈ Zmin.

Mij = Aij ⊕Bij

Mij =
n⊕
k=1

{Aik ⊗Bkj}

So obtained algebra (Mn(Zmin),⊕,⊗) is tropical matrix algebra.

Generation of Key:

Consider two traditional entities Alice and Bob who want to share a secret key.

The key exchange is described in the following manner.

1. Alice and Bob agree on a public parameter which is a square matrix B with

coefficients from tropical semiring Zmin.

2. Alice select private keys:

(i) ` ∈ N

(ii) Matrix A ∈ Mn(Zmin) and publish the set EA( EA consists of all the matri-

ces which are tropically commutative to A such that the zero and the unit

matrices are not in EA).

3. Bob select private keys:

(i) k ∈ N

(ii) Matrix Y ∈Mn(Zmin) and publish the set EY (EY consists of all the matrices

which are tropically commutative to Y such that the zero and the unit

matrices are not in EY ).

4. Alice selects another private key C ∈ EY such that C ⊗ Y = Y ⊗ C, and

computes a matrix (MB(A,C))⊗`
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where,

(MB(A,C))⊗` =

A⊗` M`(A,C)

0 C⊗`

 ∀ ` ∈ N

and transmits M`(A,C) to Bob. M`(A,C) is calculated as:

M`(A,C) =
`−1⊕
n=0

A⊗(`−1−n) ⊗B ⊗ C⊗n

5. Bob selects another private key X ∈ EA such that A ⊗ X = X ⊗ A, and

computes a matrix (MB(X, Y ))⊗k where

MB(X, Y ))⊗k =

X⊗k Mk(X, Y )

0 Y ⊗k

 ∀ k ∈ N

and transmits Mk(X, Y ) to Alice where Mk(X, Y ) is calculated as:

Mk(X, Y ) =
k−1⊕
m=0

X⊗(k−1−m) ⊗B ⊗ Y ⊗m

6. Alice computes shared secret key Mk,` by using her private key ` which is

calculated as

Mk,` =
`−1⊕
n=0

A⊗(`−1−n) ⊗Mk(X, Y )⊗ C⊗n

7. Similarly, Bob computes shared secret key M`,k by using his private key k

which is calculated by using formula

M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m

As A⊗X = X ⊗A and C⊗Y = Y ⊗C, both Alice and Bob will have same

shared secret key that is

K = Mk,` = M`,k
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K is the shared secret key of both Alice and Bob.

4.2 Correctness

Let A,B,C,X and Y be square matrices of the same order n. If A,X and C, Y

show the commutative property that is A⊗X = X ⊗A and C ⊗ Y = Y ⊗C then

Mk,` = M`,k.

We can show this as

Mk,` =
`−1⊕
n=0

A⊗(`−1−n) ⊗Mk(X, Y )⊗ C⊗n

=
`−1⊕
n=0

A⊗(`−1−n)
( k−1⊕
m=0

X⊗(k−1−m) ⊗B ⊗ Y ⊗m
)
C⊗n

=
`−1⊕
n=0

k−1⊕
m=0

A⊗(`−1−n) ⊗X⊗(k−1−m) ⊗B ⊗ Y ⊗m ⊗ C⊗n

and

M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m

=
k−1⊕
m=0

X⊗(k−1−m)

( `−1⊕
n=0

A⊗(`−1−n) ⊗B ⊗ C⊗n
)
Y ⊗m

=
k−1⊕
m=0

`−1⊕
n=0

X⊗(k−1−m) ⊗ A⊗(`−1−n) ⊗B ⊗ C⊗n ⊗ Y ⊗m

Hence A⊗X = X ⊗ A and C ⊗ Y = Y ⊗ C, then Mk,` = M`,k.

4.3 Illustrative Examples

This section will elaborate the key agreement protocol based on tropical algebra

with the help of examples. These examples are implemented in the computer

algebra system ApCoCoA [26].
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Example 4.3.1. Let us take the matrices of order 3 × 3 over tropical matrix

algebra with entries from tropical semiring M3(Zmin) denoted by (M3(Zmin),⊕,⊗).

As we know here, tropical addition and multiplication is minimum of the two

numbers and simple addition respectively. All the calculations are performed here

by computer algebra system ApCoCoA.

1. Alice and Bob agree on a public parameter which is a square matrix B with

coefficients in Zmin.

B =


132 289 943

343 124 89

676 187 832


2. Alice select private keys:

(i) ` = 312 ∈ N

(ii) Matrix A ∈M3(Zmin)

A =


53 611 291

307 623 561

165 29 399

 ,

and publish the set EA.

3. Bob select private keys:

(i) k = 290 ∈ N

(ii) Matrix Y ∈M3(Zmin)

Y =


114 324 676

411 11 2

39 72 134

 ,

and publish the set EY .
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4. Alice selects another private key C ∈ EY given as

C =


497 478 469

184 165 156

245 226 217

 ,

She computes a matrix (MB(A,C))⊗` and transmits M`(A,C) to Bob,

where M`(A,C) is calculated as:

M`(A,C) =
`−1⊕
n=0

A⊗(`−1−n) ⊗B ⊗ C⊗n

⇒M`(A,C) =
312−1⊕
n=0

A⊗(312−1−n) ⊗B ⊗ C⊗n

⇒M`(A,C) =


16615 16772 16786

16869 17026 17040

16727 16884 16898


5. Bob selects another private key X ∈ EA given as:

X =


530 744 768

784 998 1022

642 856 880

 ,

He computes a matrix (MB(X, Y ))⊗k and transmits Mk(X, Y ) to Alice,

where Mk(X, Y ) is calculated as:

Mk(X, Y ) =
k−1⊕
m=0

X⊗(k−1−m) ⊗B ⊗ Y ⊗m

⇒Mk(X, Y ) =
290−1⊕
m=0

X⊗(290−1−m) ⊗B ⊗ Y ⊗m
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⇒Mk(X, Y ) =


3487 3468 3459

3322 3303 3294

3385 3366 3357


6. Alice computes shared secret key Mk,` by using her private key ` = 312 which

is calculated as:

Mk,` =
`−1⊕
n=0

A⊗(`−1−n) ⊗Mk(X, Y )⊗ C⊗n

⇒Mk,` =
312−1⊕
n=0

A⊗(312−1−n) ⊗Mk(X, Y )⊗ C⊗n

⇒Mk,` =


19970 19951 19942

20224 20205 20196

20082 20063 20054


7. Similarly, Bob computes shared secret key M`,k by using his private key

k = 290 which is calculated by using formula,

M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m

⇒M`,k =
290−1⊕
m=0

X⊗(290−1−m) ⊗M`(A,C)⊗ Y ⊗m

⇒M`,k =


19970 19951 19942

20224 20205 20196

20082 20063 20054

 .

As A ⊗ X = X ⊗ A and C ⊗ Y = Y ⊗ C, both Alice and Bob have same

shared secret key.
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K = Mk,` = M`,k =


19970 19951 19942

20224 20205 20196

20082 20063 20054

 ,

where K is the secret key of Alice and Bob.

Example 4.3.2. Let us take the matrices of order 4 over tropical matrix algebra

with entries from tropical integers denoted by (M4(Zmin),⊕,⊗). Here tropical

operations are different from classical operations that is tropical addition ⊕ is

minimum of two numbers and tropical multiplication ⊗ is simple addition. All

the calculations are done by computer algebra system ApCoCoA.

1. Alice and Bob agree on a public parameter which is a square matrix B with

coefficients in Zmin.

B =


435 123 87 567

675 267 55 670

127 99 345 430

45 777 342 12


2. Alice select private keys:

(i) ` = 123 ∈ N

(ii) Matrix A ∈M4(Zmin)

A =


89 596 981 70

765 98 765 78

199 259 56 123

55 984 129 66

 ,

and publish the set EA.

3. Bob select private keys:

(i) k = 67 ∈ N
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(ii) Matrix Y ∈M4(Zmin)

Y =


342 198 456 38

678 599 642 122

39 722 198 345

12 67 432 980

 ,

and publish the set EY .

4. Alice selects another private key C ∈ EY given as

C =


250 305 670 520

334 389 754 604

437 437 695 277

494 410 668 250

 ,

She computes a matrix (MB(A,C))⊗` and transmits M`(A,C) to Bob.

M`(A,C) is calculated as:

M`(A,C) =
`−1⊕
n=0

A⊗(`−1−n) ⊗B ⊗ C⊗n

⇒M`(A,C) =
123−1⊕
n=0

A⊗(123−1−n) ⊗B ⊗ C⊗n

⇒M`(A,C) =


7031 7018 7072 6998

7039 7026 7080 7006

6944 6931 6985 6911

7017 7004 7058 6984



5. Bob selects another private key X ∈ EA given as
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X =


1250 1410 1207 1261

1258 1418 1215 1269

1186 1323 1120 1187

1246 1396 1193 1250


He computes a matrix (MB(X, Y ))⊗k and transmits Mk(X, Y ) to Alice,

where Mk(X, Y ) is calculated as:

Mk(X, Y ) =
k−1⊕
m=0

X⊗(k−1−m) ⊗B ⊗ Y ⊗m

⇒Mk(X, Y ) =
67−1⊕
m=0

X⊗(67−1−m) ⊗B ⊗ Y ⊗m

⇒Mk(X, Y ) =


1857 1912 2182 1764

1892 1892 2150 1732

1777 1832 2197 2022

1695 1750 2080 1662


6. Alice computes shared secret key Mk,` by using her private key ` = 123

which is calculated as:

Mk,` =
`−1⊕
n=0

A⊗(`−1−n) ⊗Mk(X, Y )⊗ C⊗n

⇒Mk,` =
123−1⊕
n=0

A⊗(123−1−n) ⊗Mk(X, Y )⊗ C⊗n

⇒Mk,` =


8681 8736 9066 8648

8689 8744 9074 8656

8594 8649 8979 8561

8667 8722 9052 8634
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7. Similarly, Bob computes shared secret key M`,k by using his private key

k = 67 which is calculated by using formula

M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m

⇒M`,k =
67−1⊕
m=0

X⊗(67−1−m) ⊗M`(A,C)⊗ Y ⊗m

⇒M`,k =


8681 8736 9066 8648

8689 8744 9074 8656

8594 8649 8979 8561

8667 8722 9052 8634

 .

As A ⊗ X = X ⊗ A and C ⊗ Y = Y ⊗ C, both Alice and Bob have same

shared secret key.

K = Mk,` = M`,k =


8681 8736 9066 8648

8689 8744 9074 8656

8594 8649 8979 8561

8667 8722 9052 8634

 ,

where K is the secret key of Alice and Bob.

Example 4.3.3. Consider the matrices of order 4 over tropical matrix algebra with

entries from tropical integers denoted as (M4(Zmin),⊕,⊗). Here, tropical addition

and multiplication is minimum of two numbers and simple addition respectively.

The commutating matrices used in this example are scalar matrices. All the

calculations are performed here by computer algebra system ApCoCoA.

1. Alice and Bob agree on a public parameter which is a square matrix B with

coefficients in Zmin.
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B =


349 765 −549 988

933 12 −9 444

67 −899 −743 123

560 67 98 −800


2. Alice select private keys:

(i) ` = 95 ∈ N

(ii) Matrix A ∈M4(Zmin)

A =


211 −987 5291 −34

677 244 399 412

19 −25 899 765

345 −987 765 167

 ,

and publish the set EA.

3. Bob select private keys:

(i) k = 203 ∈ N

(ii) Matrix Y ∈M4(Zmin)

Y =


555 679 −90 −765

230 99 −564 213

−93 54 −400 80

432 −964 764 −361

 ,

and publish the set EY .

4. Alice selects another private key C ∈ EY such that C ⊗ Y = Y ⊗ C,

given as:
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C =


24 ∞ ∞ ∞

∞ 24 ∞ ∞

∞ ∞ 24 ∞

∞ ∞ ∞ 24

 ,

She computes a matrix (MB(A,C))⊗` and transmits M`(A,C) to Bob.

M`(A,C) is calculated as:

M`(A,C) =
`−1⊕
n=0

A⊗(`−1−n) ⊗B ⊗ C⊗n

⇒M`(A,C) =
95−1⊕
n=0

A⊗(95−1−n) ⊗B ⊗ C⊗n

⇒M`(A,C) =


−26971 −27937 −27781 −27825

−26092 −27013 −27034 −26832

−26485 −27406 −27427 −27265

−26971 −27937 −27781 −27825


5. Bob selects another private key X ∈ EA given as:

X =


200 ∞ ∞ ∞

∞ 200 ∞ ∞

∞ ∞ 200 ∞

∞ ∞ ∞ 200


He computes a matrix (MB(X, Y ))⊗k and transmits Mk(X, Y ) to Alice

where Mk(X, Y ) is calculated as:

Mk(X, Y ) =
k−1⊕
m=0

X⊗(k−1−m) ⊗B ⊗ Y ⊗m
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⇒Mk(X, Y ) =
203−1⊕
m=0

X⊗(203−1−m) ⊗B ⊗ Y ⊗m

⇒Mk(X, Y ) =


−120342 −120784 −120649 −120707

−119945 −120244, −120384 −120167

−120856 −120999 −121163 −120901

−120834 −121464 −121628 −120900


6. Alice computes shared secret key Mk,` by using her private key ` = 95 which

is calculated as:

Mk,` =
`−1⊕
n=0

A⊗(`−1−n) ⊗Mk(X, Y )⊗ C⊗n

⇒Mk,` =
95−1⊕
n=0

A⊗(95−1−n) ⊗Mk(X, Y )⊗ C⊗n

⇒Mk,` =


−147894 −148489 −148653 −147939

−146970 −147496 −147660 −147192]

−147363 −147929 −148093 −147585

−147894 −148489 −148653 −147939


7. Similarly, Bob computes shared secret key M`,k by using his private key

k = 203 which is calculated by using formula

M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m

⇒M`,k =
203−1⊕
m=0

X⊗(203−1−m) ⊗M`(A,C)⊗ Y ⊗m
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⇒M`,k =


−147894 −148489 −148653 −147939

−146970 −147496 −147660 −147192]

−147363 −147929 −148093 −147585

−147894 −148489 −148653 −147939

 .

As A ⊗ X = X ⊗ A and C ⊗ Y = Y ⊗ C, both Alice and Bob have same

shared secret key.

K = Mk,` = M`,k =


−147894 −148489 −148653 −147939

−146970 −147496 −147660 −147192]

−147363 −147929 −148093 −147585

−147894 −148489 −148653 −147939

 ,

where K is the secret key of Alice and Bob.

4.4 Advantage of Tropical Protocol over Classical

Protocol

Improved Efficiency

The benefit of tropical algebra over classical algebra is improved efficiency as

tropical addition and multiplication of matrices is much faster than the usual

addition and multiplication of matrices.

4.5 Security Analysis

In this section, we will discuss the security claims of our proposed key exchange

protocol. The complexity of our protocol is based on min-plus linear system. As

solution of these systems are based on the complexity classes of NP ∩ co − NP .

In our protocol, public parameter is only matrix B and all other parameters are

private due to which hacker is enable to recover the secret key.
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4.5.1 Brute Force Attack

The brute force attack is a cryptanalytic technique in which hacker tries each

possible way with a hope to guess the correct key.

In our protocol, difficulty of finding a key is based on order of a matrix and private

keys of Alice (`) and Bob (k). So in a matrix of order p, the complexity to compute

a shared secret key K is O(p`k).

The shared secret key of our protocol is

K = M`,k =
k−1⊕
m=0

`−1⊕
n=0

X⊗(k−1−m) ⊗ A⊗(`−1−n) ⊗B ⊗ C⊗n ⊗ Y ⊗m. (4.1)

So, shared secret key based on tropical algebra in equation (4.1) provides a large

key space when computations are done with higher order matrices and large nat-

ural numbers ` and k.

In example 4.3.1, order of a matrix is p = 3 and private keys of Alice (` = 312)

and Bob (k = 290) are used. So, complexity to compute this key is

O(p`k) = O(3(312)(290)) = O(39048).

4.5.2 Key Recovery Attack

Key recovery attack is a cryptanalytic technique in which hacker tries to recover

the cryptographic key of a scheme.

In order to compute shared secret key K of our scheme, we have

K = M`,k =
k−1⊕
m=0

`−1⊕
n=0

X⊗(k−1−m) ⊗ A⊗(`−1−n) ⊗B ⊗ C⊗n ⊗ Y ⊗m

K = M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m

If attacker is somewhat able to hack M`(A,C), still he will not be able to guess the

shared secret key K because all other parameters of shared secret key (matrices

X, Y and natural number k) are secret.
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4.5.3 Algebraic Attack

Algebraic attack is a cryptanalytic technique which involves the solution of a

system by reducing it into linear equations.

In classical case, one can solve system of linear equations making it vulnerable

against linear algebra attacks. But in tropical algebra, algebraic attack does not

work as tropical algebra results in min-plus linear system associated with the

matrices which is infeasible to solve and belongs to category of complexity classes

of NP ∩ co−NP. The shared secret key is given as:

K = M`,k =
k−1⊕
m=0

X⊗(k−1−m) ⊗M`(A,C)⊗ Y ⊗m (4.2)

consider the computations of shared secret key of order 2 × 2 by assuming the

private key of Bob k = 2 in equation (4.2).

k11 k12

k21 k22

 =
k−1⊕
m=0

(x11 x12

x21 x22

⊗(k−1−m)

⊗

m11 m12

m21 m22

⊗
y11 y12

y21 y22

⊗m)

k11 = min(x11 +m11, x12 +m21)⊕min(m11 + y11,m12 + y21)

k12 = min(x11 +m12, x12 +m22)⊕min(m11 + y12,m12 + y22)

k21 = min(x21 +m11, x22 +m21)⊕min(m21 + y11,m22 + y21)

k22 = min(x21 +m12, x22 +m22)⊕min(m21 + y12,m22 + y22)

So, attacker has to solve the above equations which involve one sided min-plus

linear system. Here adversary has access only to mij’s and if he is able to compute

min-plus linear system by any means then he has to guess k11 as 2 × 2 × 2 = 8

times. Moreover to guess secret key K, it equals to 84 = 4096 times.

For 3 × 3 matrices, he has to guess k11 as 3 × 3 × 2 = 18 times and for shared

secret key K, it is equal to 189 = 1.9835929× 1011 times.

So, it will become computationally infeasible to attain key from above equations

with the increase in order of a matrix and secret key of Bob k.
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4.6 Conclusion

In this thesis, we have applied a new platform on a research paper “Cryptography

based on the Matrices” [25] that was defined on a finite field Fq where q is a power

of a prime number p with classical addition and multiplication. We improved and

increased the efficiency and security of this key exchange protocol by employing

min-plus algebra over tropical integers (Z ∪ {∞},⊕,⊗) with operations ⊕ = min

and ⊗ = +. We have implemented tropical operations by using the platform of

computer algebra system ApCoCoA [26]. These tropical operations are then used

to implement the computer programs of all the calculations of our protocol over

tropical algebra. We have given different examples of our protocol by using the

structure of matrices on tropical operations. One can broaden our work with the

use of extended tropical semiring.
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Key Exchange Protocol over

Tropical Algebra

A.1 ApCoCoA Code for Protocol over Tropical

Algebra

This section consists of ApCoCoA codes for calculation of key exchange protocol

over tropical algebra. It includes TropAdd, TropMul, TropAddID, Trop-

MulID, TropMatAdd, TropMatMul, TropPower, MK, ML, KeyLK,

KeyKL.

A.1.1 TropAdd(A,B)

This function determines the tropical addition of two numbers A and B.

Define TropAdd(A,B)

If A="Infinity" Then Return B;

Elif B ="Infinity" Then Return A;

Else Return Min([A,B]);

EndIf;

EndDefine;

57
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A.1.2 TropMul(A,B)

This function gives the tropical multiplication of two numbers A and B.

Define TropMul(A,B)

If A="Infinity" Then Return A;

Elif B ="Infinity" Then Return B;

Else Return A+B;

EndIf;

EndDefine;

A.1.3 TropAddID(N)

This function gives the tropical additive identity matrix of order N .

Define TropAddID(N)

ID:=NewMat(N,N);

For I:=1 To N Do

For J:=1 To N Do

ID[I][J]:="Infinity";

EndFor;

EndFor;

Return ID;

EndDefine;

A.1.4 TropMulID(N)

This function gives you the tropical multiplicative identity matrix of order N .

Define TropMulID(N)

ID:=NewMat(N,N);

For I:=1 To N Do

For J:=1 To N Do
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If I=J Then

ID[I][J]:=0;

Else

ID[I][J]:="Infinity";

EndIf;

EndFor;

EndFor;

Return ID;

EndDefine;

A.1.5 TropMatAdd(A,B)

TropMatAdd calculates the tropical addition of matrices A and B.

Define TropMatAdd(A,B)

Sum:=[ ];

Rows:=NumRows(A);Cols:=NumCols(A);

C:=NewMat(Rows,Cols,1);

For J:=1 To Rows Do

For I:=1 To Rows Do

Sum:=TropAdd(A[I][J],B[I][J]);

C[I][J]:=Sum;

Sum:=[ ];

EndFor;

EndFor;

Return C;

EndDefine;

A.1.6 TropMatMul(A,B)

This function determines the multiplication of two matrices A and B.
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Define TropMatMul(A,B)

Prod:="Infinity";

Rows:=NumRows(A);Cols:=NumCols(A);

C:=NewMat(Rows,Cols,1);

For K:=1 To Rows Do

For J:=1 To Rows Do

For I:=1 To Rows Do

Prod:=TropAdd(Prod,TropMul(A[K][I],B[I][J]));

EndFor;

C[K][J]:=Prod;

Prod:="Infinity"

EndFor;

EndFor;

Return C;

EndDefine;

A.1.7 TropPower(A,N)

This function calculates the power N of a matrix A.

Define TropPower(A,N)

B:=A;

IF N=0 Then

B:=TropMulID(NumRows(A));

EndIf;

For I:=1 To N-1 Do

B:=TropMatMul(B,A);

EndFor;

Return B;

EndDefine;
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A.1.8 MK(X,B,Y,K)

This function computes Mk(X, Y ) that is transferred to Alice in key exchange

protocol which is further used in computing shared secret key of Alice.

Matrix X, Y and natural number K are private keys of Bob where as matrix B is

public.

Define MK(X,B,Y,K)

N:=NumRows(B);

ID:=TropAddID(N);

Sum:=ID;

For M:= 0 To K-1 Do

Sum1:=TropPower(X,K-1-M);

Sum2:=TropPower(Y,M);

Sum:=TropMatAdd(Sum,TropMatMul(TropMatMul(Sum1,B),Sum2));

EndFor;

MK:=Sum;

Return MK;

EndDefine;

A.1.9 ML(A,B,C,L)

This function computes Ml(A,C) that is transferred to Bob in key exchange proto-

col which is further used in computing shared secret key of Bob. Matrix A,C and

natural number L are secret keys of Alice whereas matrix B is a public parameter.

Define ML(A,B,C,L)

N:=NumRows(B);

ID:=TropAddID(N);

Sum:=ID;

For M:= 0 To L-1 Do
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Sum1:=TropPower(A,L-1-M);

Sum2:=TropPower(C,M);

Sum:=TropMatAdd(Sum,TropMatMul(TropMatMul(Sum1,B),Sum2));

EndFor;

ML:=Sum;

Return ML;

EndDefine;

A.1.10 KeyLK(X,ML,Y,K)

This function calculates shared secret key Ml,k of Bob. Matrix Y,X and natural

numberK are private keys of Bob whereasML is send by Alice as calculated above.

Define KeyLK(X,ML,Y,K)

N:=NumRows(X);

ID:=TropAddID(N);

Sum:=ID;

For M:= 0 To K-1 Do

Sum1:=TropPower(X,K-1-M);

Sum2:=TropPower(Y,M);

Sum:=TropMatAdd(Sum,TropMatMul(TropMatMul(Sum1,ML),Sum2));

EndFor;

Return Sum;

EndDefine;

A.1.11 KeyKL(A,MK,C,L)

This function calculates shared secret key Mk,l of Alice. Matrix A,C and natural

number L are private keys of Alice whereas MK is send by Bob as calculated above.

Define KeyKL(A,MK,C,L)
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N:=NumRows(A);

ID:=TropAddID(N);

Sum:=ID;

For M:= 0 To L-1 Do

Sum1:=TropPower(A,L-1-M);

Sum2:=TropPower(C,M);

Sum:=TropMatAdd(Sum,TropMatMul(TropMatMul(Sum1,MK),Sum2));

EndFor;

Return Sum;

EndDefine;
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